BIDDERS GUIDE / TRAINING MANUAL

SYSTEM REQUIREMENT

1) The following requirements need to be fulfilled for optimum use of the features
available on the website of MSTC.
2) A computer connected to internet through an ISP.
3) The computer should have adequate RAM depending on version of Windows.

4) The computer (Desktop / Laptop) should have Windows XP SP3 or above as the
Operating System.
5) The website is best viewed in Internet Explorer version 7 or above.
6) All the ActiveX controls of the Internet Expl orer should be set in Enable mode. As
described below.

Tools> Internet Options > Security > Custom level > Enable ALL ActivedX Controls and
Plug-ins
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7) The settings under Browsing History (Under Tools _ Internet Options _ General) for
Check for newer versions of web pages should be kept at Every time | visit the
webpage as shown below.

8) All Pop-Blockers should be kept in Disable or turn off mode.
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9) Scripting should be in Enable mode under Tools -> Internet Options -> Security ->
Custom Level.

10) The protected mode of the computer should be turned off for higher version of
Windows where available.
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To enable the Digital Signature Cert ificate appear in the Signer the box should be
unchecked as shown below.
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In the above case, the blue question mark sign indicates that add -on/s want to run.

That should be done by right clicking on the icon and running the add -ons as shown in
subsequent screenshots.

Right Click on the message and run the add-on/s as they appear.



A sample add-on is shown below when the add-on wants to run. Click on run to allow
that add-on.




Anotheradd-on OTCS Sifinke)p 4kabd needs to run
sign digitally.

11) Latest Drivers for your Digital Signature Certificate should be installed properly in
the computer.

12) The website https://www.mstcecommerce.com should be added to the list of
Trusted Sites.
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13) The website https://www.mstcecommerce.com should be added to the list of
Compatibility View Settings under Tools. Tools > Compatibility View Settings > Add our
website

14) The computer should have Java Runtime Environment version 7 update 9 or above
installed in it.

15)Windows user should have administrative privilege to install packages on being
prompted on screen like TCS signer certificate needs to be installed for DSC
Operation, java applet needs to be loaded etc.

Configuring Java
To configure the Java, please follow the steps given below:



From Control panel Click on the Java Icon as highlighted below.
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# Edit  Wiew

9 Back "':-, =
Java Control-Panel

‘eSS |@ Control Panel General | Update | Java | Security | Advanced| 4
About

" Control Panel

Accessibility  Add Hardware View version information about Java Control Panel.

A
B
| 15 B
<0

:

} Switch to Category View Options -m
T @ & ’

ee Also = no About Java Rad
Game Internet Java Il use the network

b Windows Update Controllers Options
2] Help and Support O
D

]ava"‘ rk Settings...
Standard Edition

=

Regional and Scanners and  Scheduled

flater. Only

Language ... Cameras Tasks
R Yersion 7 Update 71 (build 1.7.0_71-b14)
<
S Copyright (<) 2014, Oracle and/or its affilistes. &l rights reserved. S
Windows Wireless For more information about Java technology and to explore areat Java

Firewall Metwark Set... applications, visit http: Zfwww java.com

ORACLE"

Apply

Click ®&rctuhtalyoand dr ag Medumé sasdehowon bel ow



eption Site List

ations launched from the sites listed below will be allowed to run after the appropriate security
its,

| Location

Ekp: f v, mskcecommerce, com| ]

“ILE and HTTP protocols are considered a security risk.
Me recommend using HTTRS sites where available.

| ¥ | Advanced l

] Enable Java content in the browser

Security Level

L@J - - Very High

- High {minimum recommended)

> Medium

| east secure setting - all Java applications will be allowed to run after presenting a security prom

Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate
security prompts.

Click Edit Site List,,,

to add items ko this fist, [

Edit Site List. ..

[ Restore Security Prompts ] [ Manage Certificates..

o

Then add our website http://www.mstcecommerce.com by clicking on Edit Site List. On
doing so a security prompt would appear as shown below.

slications launched from the sites listed below will be allowed to run after the appropriate security
mpts.

| Location

g FILE and HTTP protocols are considered a security risk.
‘We recommend using HTTPS sites where available.

curity Warning - HTTP Location

ncluding an HTTP Location on the Exception Site List is '\
:onsidered a security risk )

Location: http:/jwww. mstcecommerce.com

e Ui | sava] 5oty | dvanced]

nable Java content in the browser

ecurity Level

- - Very High

- High {minimum recommended)

1> Medium

st secure setting - All Java applications will be allowed to run after presenting a security prom

reption Site List
applications launched from the sites listed below will be allowed to run after the appropriate
security prompts.

Click Edit Site List..,

to add items to this list, [

Edit Site List. ..

[ Restore Security Prompts ] [ Manage Certificates. .

Locations that use HTTP are a security risk and may compromise the personal information on your
computer. We recommend including only HTTPS sites on the Exception Site List.

[ ¢ V[ e [ er

Click Continue ko accept this location or Cancel to abort this change.

[ continue | [ Cancel |




Clickono Coinfued add our website to the OExcepti
ThenClickondo Advanaeddédunder Java SGQomms oclloen ssod legdct @

her | General | Update | Java | Security | Advanced |
arch l_t/ Folders - f — 7
i--[] Enable tracing ;
] Enable logging :;1
6 § = I [[] show applet lifecycle exceptions ;
" Control Panel ¢ zz Java console
|| Accessibilty Add Hardware Add RO 5 hts
¥ switch to Category View Options Remo! ) Hide consal i =
) — () Do not stallrn:msme—l N
p W % Lé' Default Java for browsers B
ee Also Microsoft Internet Explorer
Game Inteynet Jav| Mozilla Family s and
b ‘Windows Update Controllers Options : es
Java Plug-in i |
?) Help and Support O I i--[¥] Enable the next-generation Java Plug-in {requires browser restart) @
b A g Shortcut Creation
Regional and Scanners and  Sched§ <) Always allow counts
Language ...  Cameras Taslf = Q.. () Always allow if hinted
i () Prompt user
é == (5) Prompt user if hinted
Windows Wireless L
Firewal.  Nebdrk Sabs INLP File/MIME Association
() Always allow
----- (%) Prompt user
() Never allow
Application Installation
~(®) Install if hinted
----- () Install if shortcut created
| () Install if hinted and shortcut &
[ oK J [ Cancel ] [ Apply ]
and all the check boxesunder 0 Mi scel | lkkm@ePBluade Java | con in

etc, should be checked as shown in the subsequent screenshot.

3 Ed Favorites  Tools Help F—" -
ZRE SRS Tool el | General | Update | Java | Secunty] Advanceﬂ I
9 Back \i) - l‘? /C) Search [i Folders - [ | STOW SICE CErTrCAte YoM SErver eveniric 15 vai.
! Mixed code {sandboxed vs. trusted) security verification
‘855 IB’ Control Panel (%) Enable - show warning if needed

—t Il (7 Enable - hide warning and run with protections

; 7 @ § 1 (7 Enable - hide warning and don't run untrusted code
Control Panel f (") Disable verification (not recommended)

Accessibility  Add Hardware Add

} Switeh toicatagary view Options Remo Perform cer!:ifica:te rer:-cation checks on
----- () Publisher's certificate only

E & -{3) All certificates in the chain of trust 18
ee Also % Lé’ ----- (0 Do not check {not recommended) ﬁ
Game Internet Javf | Check for certificate revocation using s and
¥ Windows Lipdate Controllers  Optiens | & () Certificate Revocation Lists (CRLs) es
@ Help and Sugport = (7 Online Certificate Status Protacol (OCSP)
@ ‘g V=g - (%) Both CRLs and OCSP R
= o

Advanced Security Settings

Use certificates and keys in browser keystore
Enable blacklist revocation check

Enable caching password for authentication
[ Use 55L 2.0 compatible ClientHello Format
Use S5L 3.0

Use TLS 1.0

[Juse TLS 1.1

----- [JuseTls1.2

Miscellaneous

Regional and Scannersand  Sched§
Language ... Cameras Tasl

@ <

Windows Wireless
Firewall  Network Set...

counts

1)

O in
uppress sponsor offers when installing or updating Java
Java Quick Starter

[ OK ][ Cancel ][ Apply ]

I n some cases it may beUsre guS lcheSkbogtdependingapoe thek




REGISTRATION OF BUYER

How to Register as BUYER with www.mstcecommerce.com

(i)
(ii)

(iii)

(iv)
(v)

(vi)
(vii)

(viii)

Log on to our website at www.mstcecommerce.com

Click on the link 0 FAuctions6 and c haudienieg od lHquor shops in
Odi shadad.

Then click on the link ' Re gi SGENERAL TERMS & CONDITIONS OF
AUCTION will appear on the screen. Scroll down to the bo ttom of the page
where two options will be there

(a) Register as Buyer and (b) Register as Seller.

Select and click on "Register as Buyer" option.

BUYER SPECIFIC TERMS & CONDITIONS will appear next on the screen. Scr
down to the bottom of t he page where again two options will be available:
'‘Agree’ and 'Disagree’.

Select and click on 'Agree' button.

Buyer's Registration Form will appear on the screen. Fill up the desired
information.

All fields marked with * are mandatory and must be filled in.


http://www.mstcecommerce.com/

(ix)

(x)
(xi)

Select your User ID and Password and keep a note of the same.

Please ensure that the email address given is a valid one and is presently
active.No special characters should be used while giving the Postal Address.
Also no special characters other than @ and _ should be given in user id and
password. Digital photo upload & signature upload should be completed
while submitting the buyer registration form.

After filling up the form click on the  'Submit' button.

The next page may not be relevant to you. Please fill up only relevant fields
and click on 'Preview' button. All the information typed in the form will be
displayed to you for verification. If the information is correctly entered then
click on 'Submit' button. The next page will ask for some information which
you need to fill up. On successful registration the system will send you an
email containing your unique buyer registration Number and also inform you
instantly to submit 'Registration Fee' and the relevant documents.



